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A1l Revision History

No. |Date Subject

0.n Preliminary documents, changes without notice.
December 04, 2006 | First released document.
April 02, 2008 MIB file can be composed of functional groups.

A2 Copyright

Copyright © Alpermann+Velte Electronic Engineering GmbH 2005. All rights reserved. No
part of this publication may be reproduced, translated into another language, stored in a
retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
photocopying, recording, or otherwise without the prior written consent of Alpermann+Velte
Electronic Engineering GmbH.

Printed in Germany.
Technical changes are reserved.

All brand and product names mentioned herein are used for identification purposes only, and
are trademarks or registered trademarks of their respective holders.

Information in this publication replaces all previously published information.
Alpermann+Velte Electronic Engineering GmbH assumes no responsibility for errors or
omissions. Neither is any liability assumed for damages resulting from the use of the
information contained herein.

For further information please contact your local dealer or:
Alpermann+Velte

Electronic Engineering GmbH
Otto-Hahn-Str. 42

D-42369 Wuppertal

Phone: ++49 - (0)202 -244 1110

Fax: ++49 - (0)202 -244 1115

E-Mail: inffo@alpermann-velte.com
Internet: http://www.alpermann-velte.com

A3 General Remarks

This manual is a supplement to the “Functional Description & Specifications Module IE”
manual. It describes a special feature of the IE module realized by an optional firmware.
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1 SNMP

1.1 Overview

With the SNMP option of the Rubidium IE module your rubidium system is capable of being
used as a SNMP Network Element. You can easily monitor and control the system using
centralized network management software.

_ Local Area Network

jEO/ 100base-T

S0 6
B0

If you need detailed information about SNMP protocol you should have a look at the related
documents, as RFC 1157 for example.

Frame 1

Frame 2

Frame 3

Basically there are three types of SNMP messages:
e GET: the management station requests status information from an agent.
e SET: the management station requests an agent to change a parameter.

e TRAP: the agent sends a message to indicate an event.

The access to a SNMP system is controlled by “communities”, these are text strings included in
the message. Often the text “PUBLIC" (read only) and “PRIVATE” (read and write) are used.
But you can add others names or erase existing names.

Any accessible element can be uniquely identified by its OID (Obiject Identifier). For a group
of OIDs usually a MIB file (management information base) is defined, which is a text file
containing all relevant information for each single OID. For the Rubidium System the
“rubidium.mib” has to be created by the user utilizing the RUBIDIUM CONFIGURATION PC
program.
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1.2 The MIB File

Execute “Rubidium Config.exe” on your computer. Open the Tools menu and select “Create
MIB File ...". Please follow the instructions of the “Rubidium MIB Maker”.

First step: do you want to create a new MIB file or do you want to change an existing one?

Rubidium MIB Maker X|

Step 1/4 Load Rubidium MIB file

" Load configuration fram an existing Fubidium MIB file

C:ADokumente und Einstellungen'td einerzs[ esktopmbidium. mib Browse,.. |

< Zurtick I weiter » I Abbrechen Hilfe

Second step: built your Rubidium system.

Rubidium MIB Maker x|

Step 2/4 Configure Frames and Modules

MIE structure — Edit Frame
=1+ Frame 1: Housing H1 _
----- Module 1: GPS 10MHz BH1 | Add Housing 1 Frame
----- Module 2 GT .
----- Module 3 DT BH3 | Add Housing 3 Frame
----- Module 4: empty
- Frame 2: Housing H1 x | Remove Frame 3
----- Module 1: SR
_____ Module 2 5L AI Move Frame 3 up
----- Module 3: 5%
Ieve Frame 3 down
----- Module 4: empty il =
=1~ Frame 3 Housing H1 — Edit Module
----- Module 1: GPS 10mMHz
----- Module 2 GT Change Module Type
----- Module 3 DT
ek -
S Module 4: emnphy: e _I

<Zuiick [ weiter> | Abbrechen | Hite |

The “MIB structure” window indicates the current built system. Add or remove Rubidium
frames pressing the buttons of “Edit Frame”. Clicking on a module at the MIB structure
enables you to select the type of the module out of the “Edit Module” dropdown list.

The structure has to correspond exactly to the real system, regarding the frame and module
numbering and the type of each module.

Alpermann+Velte



Functional Description and Specifications SNMP Agent

Page 5
Third step: select the functional groups and the version of the MIB file.
Rubidium MIB Maker X|
Step 3 of 4 Choose MIB version
— Functional Groups to be covered by the MIE file —MIE werzion

[~ Rarely L;ed " SMIw2 [RFC 2578)

¥ Trap Related & Sl [RFC1212)

¥ System Health = SMlv1 [RFC 1065)

¥ Signal Fath

< Zuriick I wieiter » I Abbrechen Hilfe
The following Functional Groups can be selected:
Signal Path contains the most important status information to monitor the signals

of the system. Especially it contains the warnings and alarms of the
RUBIDIUM switcher modules.

System Health  contains the most important status information to monitor the general
RUBIDIUM system behaviour. Especially it contains the status of the
fan, of the temperature and of the power supply.

Trap Related contains all the traps the modules are able to generate.
Rarely used contains all the rest. It may be used for special applications only.
Obsolete may be used if you want to update an existing installation which might

no longer be compatible. For more information please contact
Alpermann+Velte company.

MIB Version: Please select a format which is compatible to your SNMP manager.
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Fourth step: select the path where you want to store the MIB file.

Rubidium MIB Maker X

Step 4/4 Select filename and target location

Select the path and filename where you want the MIE file to be saved.

Press "finish™ to start the creation of the MIE file.
The application will start flickering until the MIB file is created. Please do not try to interrupt this progress.

MIE tanget

C:ATEMPRubidium'smubidium. mib

< Zurick | Fertig stellen | Abbrechen | Hilfe: |

With a click on “Finish” the MIB file will be created. You will see the screen flickering, but
don’t worry and don't interrupt the process.

Click on the OK button at the end, the MIB file has been created successfully.
Rubidium Configura x|

\i‘) Creation of MIB file ready.
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1.3 Communities

The following community strings are used by the Rubidium IE module for default. It is
recommended to change them in order to avoid unwanted access by guessing these strings.

e Read Community: public

e Write Community: private

1.4 Monitoring

All status and setup information can be queried via SNMP for every module that is present in
your Rubidium system. That means that you can choose between the status monitor from the
IE module and your SNMP management application to control the status of your system.

How you get the setup and status information you require depends on the special SNMP
monitoring software you are using. The most likely and probably best method to gain infor-
mation from the MIB file is allowing your management system (or a special MIB browser) to
load the MIB file and then presenting the MIB’s content as a tree or something equivalent.

Example of a simple MIB browser:

File Edit Tools Help

Address: |uvdp:161 ‘V| Advanced...  OID: | 1.3.6.1.4.122629.100.0.1.3.7.1.6.6.0

I 5 Mame/OID Yalue

a| [fOhim3t7oetkeysaT ]

B-(3 FohiModulez 1 Fohim3t7Seter2.0 3

-2 Fohi Madule3 fohim3t7Setsrl.0 5

(3 fohim3oT || [Fohim3t7Setsra.0 7

-3 fohim3aT FOh1m3t7SetsF4.0 3

-3 fohim31B FOh1m3t7Sets0PER.O 12

£ Fohim3aT Foh1m3t7SetsSIGNAL.0 5

-2 Foh1m3t7set
[#-C3 Fohim3t7SetFuncat
(3 FOhim3t7SetProfie
[+ FOh1m3t7oetsystem
[ Fohim3t7SetkeysaT
- @ FORIM3t7Setor 1
foh1m3t7seter2
Fohim3t7Seters
FOhim3t7Set6r4
fOh1m3t75et60PER.
GRAL
fOh1m3t75et6SET ]
fOh1m3t75et6ERROR
FOhim3t75et6GPIL
fohim3t7Set6GP12
FOhim3t?5et6TypeGPIL
- @ FOhIM3t7SetETypeGRI2
-3 Fohim3t7SetLich
03 Fohim3t7SetyitcR
-3 Fohim3t7etlam
B
&

73 FOhim3t73etGen
#1771 FOhim3t75etGenkel

[«]

4 re [»]
Mods Mame  FOh1m3t7SeteSIGNAL

(o) (s} 1.3.6.1.4,1,22629.100.0,1.3.7.1.6.6

Syntas INTEGER. (0.20)

Access read-write

Skatus mandatary

Defyal

Descr SIGRAL [
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1.5 OID

Any setup or status information has an OID (Obiject Identifier). The OID consist of a fixed
part and a variable part that includes the physical location of the module inside the frame
and the module’s type. The following table describes the OID’s structure using the following

OID for an example:
.1.3.6.1.4.1.22629.100.0.1.4.2.2.1.5.0
The meaning of this sample OID is shown in bold type in the table below.

Example | Name Description
. .iso Fixed part
.3 .org Fixed part
.6 .dod Fixed part
N .internet Fixed part
4 .private Fixed part
. .enterprises Fixed part
22629 .alpermannVelte Fixed part
.100 .rubidium Fixed part
.0 FrameSingle or Single frame configuration or
Framel ... Frame31 number of frame in multiframe configuration
N H1 or 1U frame or
H3 3U frame
4 Modulel ... Module4 or Module’s number inside the 1U frame or
Modulel ... Module21 Module’s number inside the 3U frame
.2 AT, DT, CT, ... Module’s type
.2 Set or Sta Setup or Status
. System, Keys, LicR, ... Functional group
5 Name, OPER, Rate, ... Function
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1.6 Traps

Several traps can be generated and sent to your network management application. The kind
of trap depends on the type of the module. Traps can be transmitted to indicate an event
quickly.

In particular, the following trap-events are available:

e Any Module
o Cold Boot
o Config

e Module Switcher (SL / SI / SV / SR):
o System Error
o System Failure
o Changeover
o Signal Failure
o Signal Warning

Additionally, the IE module can send traps for special events, for example on rebooting,
community changing and some security related events. When you first set up your network,
you may want to generate a test trap to test if all settings are correct and ready to work. You
may use the “Config” trap for this purpose. It's generated every time you try to connect to or
disconnect from a module using the “Rubidium Config” software via the PC (RS232)
connector.
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1.7 Configuration

1.7.1 Web Interface

All configuration needed can be made via the web interface of your IE module. Just type the
IP address in the address field of your browser as described in the manual of IE module. Then
choose “Configuration”, then the red button for the IE module configuration, then “SNMP”,
and follow the menu.

Rubidium Series Manitaring | Frame: ISingIe Frame 'l

22:IE-IE

Add User
Modify User SNMP Settings

Delete User Read Community Ipubhc—
Sl Write Community Iprivate—
Trap Receiver IP IW

Name [VDPE

Location M

Contact Im

Enable Traps [
Enable System Traps [~
Enable Module Traps [T

Save To Module | Reload From Module Help

| Fertig 4

Here is a list of the most important features available by the web interface:
e View and edit Community names
e Configure the IP-address for the trap receiver
e Set system information’s
e Enable / disable sending of traps in general

e Enable / disable sending of individual traps

1.7.2 Enable/Disable Traps

Traps can be configured (enabled/disabled) via the SNMP protocol as well. Just use the
SNMP-Set command to send 1 or 0 on the trap you want to enable or disable. You'll find the
trap enable bits in the “System” part of each module.
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